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Network Authentication
KM-3050/KM-4050/KM-5050

With the KM-3050, KM-4050 en KM-5050 (After this named: KM-3050 ) there
are possibilities for users to identify themselves according the Active
Directory. Here the user can logon to the KM-3050 the same way as on a
normal PC.

Please follow the next steps in order to configure.
The basic principle is to link to an Active Directory, where a Windows 2003
server is the PDC (Primary Domain Controller).

Step 1: collecting data
The next data are necessary to realize the linking:
- The ip-address of the PDC (Primary Domain Controller, usually the
Windows 2003 server).
- Domain Name of the Active Directory.
Both you can find by logging on to a PC in the domain and open a DOS box
(Start/Run, Open: CMD) and typ the command: 1pconfig Zall

C:\>ipconfig 7all
Windows IP-Configuration

Host-name = ShowroomPC

Primary DNS-suffix : KME.intra.Kyoceramita.com

Node type

IP-routeing enabled

WINS-proxy enabled

DNS-suffix search list : KME.intra.Kyoceramita.com
intra.Kyoceramita.com
Kyoceramita.com

Ethernet-adapter LAN-verbinding:
. . B Domain Name
Connection-specific. DNS-suffix . :
Description :
Intel (R) PRO/1000 MT Network Connection IP address PDC
Physical address : 00-13-D3-22-3D-1D
DHCP enabled
Autom. Conf _enabled
IP-address : .20.53.67
Subnetmask : -255.252.0
Default gateway : .20.55.
DHCP-server : -20.52.
DNS-servers : .20.52.
.20.52.
Primary WINS-server : .20.52.
Secondary WINS-server : -20.52.
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Step 2: Microsoft Network server: Digital Signing disable.

On the Windows 2003 server is by default enabled that you only can logon to
the domain if digitally signing is enabled. This is only supported by Windows
NT 4 and higher.

The KM-3050 is based on Linux, and therefore not supports the Digital
Signing. This option has to be disabled on the server. This can be done with
the Group Policy Editor.

Reference:

Group Policy Editor
http://technet2.microsoft.com/WindowsServer/en/library/02e1b4dc-00a7-41bl-
8610-38d43d5e5d5d1033.mspx?mfr=true

Digitally Sign Communications
http://technet2.microsoft.com/WindowsServer/en/library/c9dfal27-8e28-46de-
81d0-6d0742c284201033.mspx?mfr=true

The next options have to be disabled:

Microsoft network client: Digitally sign communications (always)
Microsoft network client: Digitally sign communications (if server agrees)
Microsoft network server: Digitally sign communications (always)
Microsoft network server: Digitally sign communications (if client agrees)

'{ti Group Policy Dbject Editor 18]
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'Z§ Default Domain Controllers Policy [1 | Palicy  # I Policy Setting | ;I
@ Computer Configuration [2¥Domain contraller: Allow server operatars to schedule tasks Mot Defined
(20 Software Settings [R¥]Domain contraller: LDAP server sigring requirements Mat Defined
B[ Windows Settings Domain controll fuse machine account password changes Mot Defined
=] seripts (Startupfshutde - pri— Dieablod
B Security Settmgs. Doma\n member; Digitally encrypt secure channel data (when possible) Mot Defined
g Glesa: .P.DhEIES Dﬂma\n member: Digitally sign secure channel data {when possible) Mot Defined
= pocelfolces Duma\n member: Disable machine account password changes Mot Defined
| Duma\n member; Maximum machine account password age Not Defined
Dﬂma\n member: Require strong (MWindows 2000 or later) session key Mot Defined
B Interactlve lagan: Display user infarmation when the session is locked Mot Defined
k Intaractivs logon: Do not display last user name Mot Defined
B Interactiva logon: Do not require CTRL+ALT+DEL Mot Defined
e Interactlve logon: Message text for users attempting to log on Mot Defined
- IntEractiVE logon: Message title for users attempting to log on Mot Defined
[]--‘f Wireless Network Intaractiva logon: Mumber of previous logons to cache (in case domain controll,., Mot Defined
B[ Public Key Policies Interactlva logan: Prompt user to change password befare expiration Mot Defined
-] Saftware Restrictic Interactive logon: Require Domain Controller authentication to unlock waorkskation Mot Defined
-8 [P Security Policies | [@interactive logon: Require smart card Mot Defined
- (] Administrative Templates | [ interactive Ibgon Sa il -
=-gff User Corfiguration BlerePBTE ok cisrt; Diitally sign commurications (always) Disabled
(1 Saftware Settings Ei Microsoft network client: Digitally sign communications (if server agrees) Disabled
-1 Windows Settings M\crosoft network chient: Send unencrypred d ta third-party SMB Disabled
01 Adrinistrative Tefplates i pted password to third-party servers  Disable
M\crnsﬂft network server: Amount of idle time required before suspending sess... Mot Defined
M\crosoft nekwoark server: Digitally sign communications (ahways) Disabled
ft network server; Digitally sign communications {if client agrees) Disabled
M\crnsﬂft nel rlients when logon hours expire A=
Network access: Allow anonyrmous SID/Name translation Mot Defined ol
Netwurk access; Do not allow anonymous enumeration of SAM accounts Mot Defined

Netwnrk access: Do not allow anonymous enumeration of SAM accounts and s... Mot Defined
Netwnrk access: Do not allow storage of credentials or \MET Passports for net... Mot Defined

Netwurk access: Let Everyone permissions apply to anonymous users Mot Defined
Network access: Mamed Pipes that can be accessed anonymously Mot Defined
Netwnrk access: Remotely accessible registry paths Mot Defined
Network access: Remotely accessible registry paths and sub-paths Mot Defined
Netwurk access; Restrict anonymous access to Mamed Pipes and Shares Mot Defined
Netwnrk access! Shares that can be accessed ananymously Mot Defined
LI_I LI [ Iuetwark access: Sharing and security madel For local accounts Mot Defined LI
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Step 3: Configuration KM-3050, time synchronization.

It is necessary that the time is running synchronic with the time on the Active
Directory server. In order to be sure you can set on the KM-3050 the Active
Directory server as Time Server.

Procedure:

With internet explorer

Type at Address the IP number or Host Name of the KM-3050 (2)
Click on the tab Basic (3)

Click on Time (4)

Select the correct Time adjustments (5)

Type in Synchronization the ip address of the PCD as found in Step 1
(6)

Click the button Synchronize, the time is now the same as the PDC (7)
Click the button Submit (8)
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Step 4: Configuration KM-3050, Network Authentication

Also the configuration of the Network Authentication could be done with the
web interface of the printer /IMFP

Procedure:
1. Open Internet Explorer
2. Type at Address the IP number or Host Name of the KM-3050 (2)
3. Click the tab advanced (3)
4. Click on Authentication (4)
5. Select at Authenticate mode the option Network authentication (5)
6. Type at Domain name the domain name as found in Step 1 This HAS

to be typed in Capitals !! (6)
Type at Host Name the IP address of the PDC as found in Step 1
Click on Submit (8
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i If the webpage is ready with sending, restart the KM-3050 (Switch of
and on)

In order to use the device, you have to identify yourself with the same
username and password which is used to logon to the network by using a PC.

Remaqus or ﬁgg]ment: support@kyoceramita-europe.com
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